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This manual is intended to assist users with the HCAI application by 

describing how the login process works. Learn how to ensure successful 

login, reset your password, or retrieve your login information. 

 

The Login Process 

To log into HCAI, enter your user name and password in the respective fields, then 

click . 

 

 

 

 

 

 

 

 

 

Enter your user 

name and password 

in the respective 

fields and click the 

sign-in button 

The Login Process 
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Two-Factor Authentication  

After signing into the HCAI Application window (www.hcai.ca) with your user name 

and password, you will be prompted to enter a verification code to complete the 

login process. The first time you log in with two-factor authentication, you will be 

prompted to choose whether the system-generated verification code will be  sent to 

the email address or texted to the cell phone number associated with your user 

account’s My Profile Tab.  

 

 

 

 

 

 

 

 

 

 

To complete the login process: 

1. Leave HCAI’s Enter Verification Code window open/minimized while you 

retrieve your verification code. Do not exit HCAI. 

2. Open your email or text messages to retrieve the verification code. If 

you have chosen to receive it via email, the verification code will be sent 

to you from systemdelivery@hcai.ca.  

3. Enter the verification code  into the field provided on HCAI’s Enter 

Verification Code screen. 

 If needed, you can change the delivery method using the link at 

the bottom of the page. 

4. To receive another verification code, use the “Send New Verification 

Code” button at the bottom of the page. Users without the Facility User 

Retrieve the 

most-recent 

verification code 

from your email 

or text messages 

and enter the 

code here to 

complete sign-in 

http://www.hcai.ca/
mailto:systemdelivery@hcai.ca
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Administrator role will see the option to check “Trust this device for 

future verification”. Check this box if you are using a trusted device and 

would like to reduce the frequency you are required to enter a code. 

Facility User Administrators will not have the option to trust their device. 

5. Press .  

a. If the code is accepted, you have successfully logged into HCAI. 

b. If HCAI tells you that the code is incorrect, you can retry the 

code a limited number of times. 

If you did not receive the verification code email because you no longer have access 

to the email address that is associated with your user account, have your User 

Administrator update your email address. Detailed instructions can be found on the 

Update User Email Address page.  

Please note that your User Administrator is not able to update the cell phone 

number on your behalf. After you log in, you can update the cell phone number on 

the My Profile tab under “Contact Details for Authentication” if desired. 

Changing Verification Code Delivery Method 

You can opt to change your delivery method at any time, as long as your contact 

information for authentication is up-to-date. 

1. On the HCAI login screen, enter your user name and password and click 

Sign In. 

2. On the Enter Verification Code screen, instead of entering a code, locate 

and click on the bullet that says: “To change the delivery method for the 

verification code, click here”.  

https://www.hcaiinfo.ca/Health-Care-Facility/Management-and-Administration/Manage-Users/Update-User-Information.asp#fndtn-email
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3. On the Verification Code Delivery Method screen, you will see the email 

address and cell phone number associated with your Profile. Select your 

preferred verification code delivery method.  

 Please note: If you see a message indicating “No phone number 

specified. You can update your phone number on the My Profile 

tab once you are logged in”, this means you have not yet added a 

cell phone number to your profile.  You must use the email 

delivery method in order to log in, after which you may click on 

the My Profile tab to add a cell phone number to your profile. 

4. Check off “Remember my preference” if you would like HCAI to use the 

selected delivery method moving forward, each time you log in. 

5. Click “Send”. 

6. Retrieve the verification code from your selected delivery method and 

input your code to log in to HCAI. 

To add a cell phone number to your profile: 

1. Log in to HCAI  

2. Click on the My Profile tab 

3. Scroll down to the Contact Details for Authentication section. 

 

On the Enter 

Verification Code 

screen, click here to 

change your code 

delivery method  
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 The phone number field is the one field users are able to edit on 

this screen. The phone number you choose must be able to receive 

text messages 

 If any other information is outdated, your Authorizing Officer or 

other user with the Facility User Administrator role can update this 

information via the User Management tab. 

4. After updating your phone number, click on the “Save” button. 

 

 

Retrieve Your User Name(s) 

To retrieve your HCAI User Name(s), click on the “Forgot your User Name?” link. 

Enter a phone 

number that can 

receive texts, and 

press “Save” 

https://www.hcaiinfo.ca/Health-Care-Facility/Management-and-Administration/Manage-Users/index.asp
https://www.hcaiinfo.ca/Health-Care-Facility/Management-and-Administration/Manage-Users/index.asp
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Type the email address associated with your HCAI account into the space provided 

and click . A system-generated email will be immediately sent with 

all the User Name(s) and organization(s) associated with the submitted email 

address. 

 

Click on “Forgot your 

User Name?” 

Enter your email 

address associated 

with your HCAI 

account. 
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If you cannot remember your User Name and you cannot access the associated 

email address, you must ask someone with the Facility User Administrator role to do 

a User Search (Under Manage > User Management) for your first or last name and 

tell you the User Name listed on your user profile. The Facility User Administrator 

can also perform a search with only the “Active” User Status selected to retrieve a list 

of all active User Names in that Facility. 

 

 

 

General Password Rules 

HCAI Users should pick a password they can easily remember; however, it is not 

recommended that dates or names be used. In order to protect HCAI Users and to 

keep the privacy of Applicants/Patients, HCAI has rules for choosing passwords. All 

passwords must: 

 Contain at least eight characters. 

 Passwords must meet all of the following sub-rules:  

o At least one uppercase letter 
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o At least one lowercase letter 

o At least one numeral 

o At least one symbol (examples: #, @, !) 

 Not contain the User’s actual name, the HCAI User Name, or either of these 

spelled backwards. 

 

 

Resetting Your Password 

If you incorrectly enter your password five times, your HCAI account will be 

suspended. To avoid being locked out of your HCAI account, simply click on “Forgot 

your password?” link. 

 

If your email address was entered at the time of HCAI registration, type in your HCAI 

User Name and click . A system-generated email containing a link 

to reset your password will be immediately sent to your email address as entered 

into the HCAI system. 

Your HCAI password is private.  

Don’t share your password with anyone else. Your HCAI account 

belongs to you and only you. 

Click on “Forgot 

your Password?” 
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If you can’t remember your User Name, you must ask your HCAI Facility User 

Administrator to do a User Search using your name and reset your password via 

your user profile. 

If an Authorizing Officer does not have a backup Facility User Administrator at their 

Facility to reset their password, the AO should request a manual password reset 

from HCAI Facility Support. 

 

 

Logging Out of HCAI 

When you have completed your session in HCAI, click .  

Properly logging out of HCAI, as opposed to shutting down the application by 

closing your internet window, keeps your account information safe. In addition, 

when logged out properly, HCAI will remember the order of your worklists. 

Enter your User 

Name and click on 

the “Reset Password” 

button 
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Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 

when done 

working. 

 

Always log 

out of HCAI 


