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Chapter 3: Sign in to HCAI

To sign in, enter
your user name
and password in
the respective
fields

Signing into HCAI is simple and secure. This chapter describes the sign-in process
for HCAI and outlines business rules for passwords and password resets.

The sign-in process

1. To gain access to the HCAI application, you must sign in by entering a user
name and password in the fields provided. If you have entered your user name
or password incorrectly, an error message appears on screen.

HCA®

Health Claims for

Auto Insurance

HCAI Sign-In

.

Health Claims for Aufo Insurance (HCAl) is an electronic system for

transmitting auto insurance claim forms befween insurers and health care

facilities in Onfario.

UserName:[ |

s Password: [

> Eorgot your Passwiord?
» Forgot your User Name?
P Password/User Name help

HCAI System Siafus & 2024 Health Claims for Aufo Insurance Processing | Privacy

Questions about HCAI?

+ Meed to know more about
HCAI? Visit HCAlinfo.

+ Does HCAI apply to my
health care business? Find
out now.

+ What are the recommended
computer requirements for
using HCAI?

+ First time submitting OCFs to
insurers? Begin enrolling.
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This error
message will
appear when
incorrect login
information is
entered
incorrectly

HCA®

Health Claims for

Auto Insurance

Health Claims for Auto Insurance (HCAL) is an electronic system for
transmitting auto insurance claim ferms between insurers and health care

faciliies in Ontario. Questions about HCAI?

. = This username and password is nof valid. For more information on how to " ngfnvg;:&cﬂ':f:bom
get 2 password reset, please click the "Forgot your password?” link. e —
v Does HCAI apply to my
health care business? Find

Retrieve the
verification code
from your email
or text and type
the code here to
complete sign-in

User Name: [z | iy
+ What are the recommended
Password: _ SIGNAN computer reguirsments for
using HCAI?

+ First time submitting OCFs to
insurers? Begin enrolling.

P Forgot your Password?

» Forgot your User Name?

P Password/User Mame help

HCAl System Status © 2024 Health Claims for Aufo Insurance Processing | Privacy

Two-factor authentication

After signing in with your user name and password, you will be prompted to enter a
verification code. This process is referred to as two-factor authentication.

HCA®

Health Claims for
Auto Insurance

Enter Verification Code

Verification code sent to email n***e@ .ca.

Please enter the verification code in the space below to complete legin. If you de not enter the code before it expires,
you will need to return to the leg-in screen.

= ) Verification Code: [ ]

[ Trust this device for future verification

Having trouble with the verification code?
= To change the delivery method for the verification code, click here

» To receive another verification code, click ARSI ICL B
= For other inguiries related to the verification code, click here

HCAI Sysiem Status © 2023 Health Claims for Auto Insurance Processing | Privacy
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You must leave HCAI's Enter Verification Code screen open while you retrieve the
code from your email. If you exit HCAI before entering your verification code, you
will need to begin the sign-in process over again.

A verification code will expire after 60 minutes if received via email or 10 minutes if
received via text message. If you input the verification code incorrectly, you can retry
the code a limited number of times.

To log in with two-factor authentication:

After selecting
the delivery
method, you may
wish to check off
“Remember my
preference”

1. Enter your user name and password and click Sign In.
2. The first time you sign in with two-factor authentication, you will be
given the option to choose between one of two delivery methods:
¢ Via email to the email address that is associated with their HCAI
user account.
e Via text to the cell phone number indicated on your My Profile
tab. If you have not input a cell phone number on your My
Profile tab, there will be no option to select the phone number
as your delivery method when logging in. My Profile can be
updated after logging in, if needed.
e On subsequent logins this page will only display if you click the
link to change your delivery method.
3. You may wish to check off “"Remember my preference” to remember this
delivery method for next time.
4. Click “"Send".

‘HCA®

Health Claims for
Auto Insurance

Verification Code Delivery Method
To complete the login, the HCAI application will provide you with a verificafion code. Select below how you would like
to receive this verification code.

Receive verification code via

Email @n~e@i .ca

Textl O Phone: (XXX) XXX-5555

ﬁ Remember my preference

[seno)
Tstandard text messages rates may apply.
HCAI System Status 2023 Health Claims for Auto Insurance Processing | Privacy
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Users without the User
Administrator role may
choose to “trust this
device for future
verification”

Leave HCAI's Enter Verification Code window open/minimized while you
retrieve your verification code email or text. Do not exit HCAI.
Open your email or text to retrieve the verification code. If you are using
email as the delivery method, the verification code email will be sent to
you from systemdelivery@hcai.ca.
Type the verification code from the email or text into HCAI's Enter
Verification Code screen.
e If needed, you can change the delivery method using the link at
the bottom of the page.
e To receive another verification code, use the "Send New
Verification Code” button at the bottom of the page.
Users without the User Administrator role will see the option to check
“Trust this device for future verification”. Check this box if you are using
a trusted device and would like to reduce the frequency you are
required to enter a code. User Administrators will not have the option to
trust their device.

Health Claims for
Auto Insurance

HCA® |

\_{
4

by
g
¥

Enter Verification Code

Verification code sent to email n***e@ibc.ca.

Please enter the verification code in the space below to complete legin. If you de not enter the code before it expires,
you will need to return to the log-in screen.

Verification Code: [ ]

w ) [ Trust this device for future verification
SIGN-N LOGOUT

Having trouble with the verification code?
= To change the delivery method for the verification code, click here
« To receive anather verification code, click SIS UNIEEIIEIS USRS

= For other inquiries related to the verification code, click here

HCAI System Status 2 2023 Health Claims for Auto Insurance Processing | Privacy

9. Click the Sign In button. If the code is correct, you will be signed in to

HCAL.
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On the Enter Verification

Code screen, click here to Verification Code: [ ]

change your code delivery

method

If you have difficulty retrieving your verification code because you no longer have
access to the email that is associated with your user account, ask someone with the
User Administrator role to update your email address. To learn how to update a user
account’s information, review Chapter 10: Insurer User Management.

Please note that your User Administrator is not able to update the cell phone
number on your behalf. After you log in, you can update the cell phone number on
the My Profile tab under “Contact Details for Authentication” if desired.

Changing the verification code delivery method

HCA®

Health Claims for
Auto Insurance

Enter Verification Code

Verification code sent to email f*™~“e@ .ca.

Please enter the verification code in the space below to complete login. If you do not enter the code before it expires
you will need te return to the leg-in screen

[sonin Jf cosour

Having trouble with the verification code?

= To change the delivery method for the verification code, click here J
= To receive another verification code, click (iU LR R

» For other inquiries related to the verification code, click here

When logging in to HCAI, users will be sent a verification code for two-factor
authentication either via email or by text. You can opt to change your code delivery
method at any time, as long as your contact information for authentication is up-to-

date.

1. Enter your user name and password and click Sign In to sign in to HCAI.

2. HCAI will immediately send a verification code via your default delivery
method. On the Enter Verification Code screen, instead of entering a code,
locate and click on the bullet that says: “To change the delivery method for
the verification code, click here”.
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On the Verification Code Delivery Method screen, you will see the email
address and phone number associated with your profile. Select your
preferred delivery method.

e Note: if you have not yet entered a cell phone number on My Profile,
you will see a message indicating there is no phone number
specified. You must use the email delivery method in order to log in,
after which you may click on the My Profile tab to add a cell phone
number to your profile.

Check off “Remember my preference” if you wish to use the selected delivery
method moving forward each time you log in.

Click "Send.”

Retrieve the verification code from your selected delivery method and input
your code to log in to HCAI.

Chapter 3: Sign in to HCAI | Page 7



Signing in for the first time

If you are signing in for the first time (or for the first time after an Administrator
resets your password), you will be emailed a link which can be used to set your

password.

To set your
password, enter and
confirm your new
password

HCA® E
-7

Health Claims for '
Auto Insurance ¥

Reset Password

All passwords must follow these rules:
= Passwords must confain at least 8 characters.
« Mew password cannot be the same as your previeus five passwords.
Passwords cannet contain your usemame, first name, or last name, either forward or reversed.

Passwords must safisfy all of the following sub-rules:

1. Contain at least one uppercase character
2. Contzin at least one lowercase character

3. Contain at least one numeral
4. Contain at least one symbol (characters that are not defined as letters or numerals, such as @,

% I, #and so on)

Your request to have your password reset has been confirmed.
Please enter a new password in the space below.

Mew Password: |

Confirm Mew Password: |

D E=

& 2024 Heatlth Claims for Auto Insurance Processing | Privacy

Clicking the emailed link will bring you to the Reset Password screen. Enter and
confirm the new password in the respective fields. Then press the m button.
To cancel your entry and exit the form without any changes, click on the

button at the bottom of the screen.
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General password rules
Passwords must contain at least eight characters.
Passwords must meet all of the following sub-rules:

e At least one uppercase character

e At least one lowercase character

e At least one numeral

e At least one symbol (characters such as #, @, ! and so on).

Passwords must not contain the user’s first name, last name, or user name, either
forward or backward. Passwords expire in 90 days, upon which the system will
prompt the User to reset his or her password. A new password cannot be the same
as your previous five passwords.

If the password and confirmation fields do not match, an error message notifies you
and asks you to try again. If the password you have entered in the “New Password”
field does not comply with the rules noted above, you will receive an error message
and will need to modify your password so that it meets the password rules.

Forgetting your password / suspended password

If you forget your password, click on the ‘Forgot your password?’ text link towards
the bottom of the HCAI login screen. This opens a new screen where you are
provided with instructions on how to recover a lost password.

You are allowed five consecutive attempts at signing in to HCAI. After five attempts,
your account will be suspended.

To remove your HCAI account from the suspended state, click on the ‘Forgot your
Password?’ text link and follow the instructions to reset your password.
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The ‘Forgot your
Password’ text
link will guide
you through the
steps of creating
a new password

Health Claims for
Auto Insurance

HCA® |

S
-~
¥

L

\
3

HCAI Sign-In

Health Claims for Auto Insurance {(HCAl) is an electronic system for
transmitting auto insurance claim forms between insurers and health care

faciliies in Ontaric. Questions about HCAI?
» heed to know more about
U N . :I HCAI? Visit HCAlinfo.
ser Name: » Does HCAI apply to my
health care business? Find
Password: | | out now.

» VWhat are the recommended

computer requirements for
ﬁ = Forgot your Password? using HCAI?
» Forgot yvour User Name? » First time submitfing OCFs to

i ? Begi lling.
- Password/User Name help tebeot 2 N0

HCAI System Status © 2024 Health Claims for Auto Insurance Processing | Privacy

Resetting user passwords

If a user is not receiving password reset emails when using the Forgot Your
Password? link, the User Administrator for the insurer can reset the user’s password
using the following steps:

Click on the Manage tab > User Management subtab

Enter the search criteria for the user whose password you wish to reset.

On the ‘Search Results’ screen, click on the user’'s name to open their profile
On the Add/Edit/View User Details screen, click the ‘Reset Password’ button
located next to the username.

5. HCAI will send a password reset email to both the user and the User
Administrator.

Hwn =

6. If needed, the User Administrator can provide the user with the password
reset email, which contains a link where they can select a new password and
log in to HCAI. The password reset link must be used within 24 hours or it will
expire and the User Administrator will need to reset the password again.
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Press the 'Reset
Password’ button to
reset a user's password

DASHEOARD 1 PLANS 1 INVOICES 1 cLAMS 1 SEARCH 1 MANAGE BTN

Search for

USER MANAGEMENT

User Management » User Search > Add/Edit User

{ in[ Al Fore ] (/] Exaet Maseh [ Adhanced

AdaEdItVIew User Datalls

LOGOUT

Welcame, Lisa, 1o HCAL

20191111

DEACTIVATE

Campite il r=ouired Rels (1) I Ereate & hew HCA USSr. An &-mall Wil I Ussimane, password and Ik 1
address. Far the detailed User quide, 4o 1o waw
* Drganization Type: Insurer

* Drganization: Mo hsurancs
User Status: Actve

* Last Name: [Flyes

* First Name: [Carissa
Tite: |
“Unerame: g
* Emplayee ID: [35738

* E-mail: [Faresah@novaisirarce com

Canfirm E-mail
Phane: [

S h NGy AT Corm,

will be s2ni 0 the Uers smail

Allow thiz uzer to saarch and filter by all other users In the company?

@) s - Al access o l users,

©) Mo - Allow this user 1o search an filter aly by users with whom the ussr shares 3 team.

‘What level of access do you want to give the ussr?

Agsign Rodes to the User

Marsgement & Adminisrator Roles allow users 1o manage HCAJ users, organizasion information and repungener.mn SmeRc.les allow users o manage
"

eaim and claimant information, assign adjlsiers,

ussars tn pecord

wppt, but not to deliver
approval decisions and manage forms. Multiple roles may be sslected.

Changing your password

A user is required to set or change their password in the following cases:

Upon first sign-in;
Every 90 days;

After the user has requested to reset his/her password using the ‘Forgot

Your Password?’ text link; and

After an Administrator changes the user’s password on their behalf

A user is able to change their password at any time by clicking the ‘Change

Password’ link located at the bottom right corner of the application. This will bring

you to the Change Password screen.
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DASHBOARD DOCUMENTS

HCAlinfo

Search for Claim Number|

Jin[ avForms v | 2 Exact Mateh (e Advanced

If you want to reset DOCUMENT SEARCH

your password, click
OCF Search

Enter your search criteria and click "Search” Click the checkbox next to

Document Number: :
Claim Number: I:
Policy Number: :

Date of Accident I: 3

T —_

the <Change
Password> text link
at the bottom-right
corner of your
screen

‘Welcome, Nate, to HCAI
2022/04/18

the search criteria value for an exact match

Date Submitied - From: [ | 3
Datesubmited-To: [ | W]
Claimant Last Name: :
Claimant First Name: :

Claimant Phone Mumber: :

O —,

Advanced Opfions =>

¥ Dracy | Change Password

To change your password

1.
password into the “New Password” field

Password” field

password.

Enter your previous password into the “Old Password” field, then your new

Confirm your entry by retyping the new password in the “Confirm New

Click the m button to proceed or to exit without changing the

If you are successful, the next screen is displayed. If you made an error entering your

previous or new password, you are returned
again.

to the Change Password screen to try
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